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Certificate of Registration

INFORMATION SECURITY MANAGEMENT SYSTEM - ISO/IEC 27001:2013

By Royal Charter

This is to certify that: Microsoft Corporation
Microsoft Azure
One Microsoft Way
Redmond
Washington
98052
USA

Holds Certificate No: IS 577753
and operates an Information Security Management System which complies with the requirements of ISO/IEC
27001:2013 for the following scope:

Please see scope page.

For and on behalf of BSI:

Andrew Launn, EMEA Systems Certification Director
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This certificate remains the property of BSI and shall be returned immediately upon request.

An electronic certificate can be authenticated online. Printed copies can be validated at www.bsigroup.com/ClientDirectory
To be read in conjunction with the scope above or the attached appendix.

Information and Contact: BSI, Kitemark Court, Davy Avenue, Knowlhill, Milton Keynes MK5 8PP. Tel: + 44 345 080 9000
BSI Assurance UK Limited, registered in England under number 7805321 at 389 Chiswick High Road, London W4 4AL, UK.
A Member of the BSI Group of Companies.
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Certificate No: IS 577753

Registered Scope:

Information Security Management System (ISMS) includes management of information security, privacy
and compliance in the areas: infrastructure, development, security and engineering services/systems,
operations and support for the following Azure Services deployed in the Azure, Azure Government and
Azure Germany environments as documented in ISMS Statement of Applicability version 2017.02 dated
August-28-2017:

MICROSOFT AZURE PUBLIC
-Compute: Batch, Functions, RemoteApp, Cloud Services, Service Fabric Virtual Machines (including SQL
VM), Virtual Machines Scale Sets

- Networking: Application Gateway, Azure DNS, ExpressRoute, Load Balancer, Network Watcher, Traffic
Manager, Virtual Network, Azure DDoS Protection, VPN Gateway

- Storage: Cool Storage, Import/Export, StorSimple, Backup, Site Recovery, Premium Storage, Storage
(Blobs, Disks incl. managed disks, Files, Queues, Tables)

- Web + Mobile: App Service: API Apps, App Service: Mobile Apps, Media Services, Azure Search,
Notification Hubs, App Service: Web Apps

- Containers: Container Registry, Azure Container Service

- Databases: Azure Cosmos DB (formerly DocumentDB), Redis Cache, Azure Database for MySQL, Azure
Database for PostgreSQL, SQL Database, SQL Data Warehouse, SQL Server Stretch Database

- Data + Analytics: HDInsight, Machine Learning, Data Lake Analytics, Data Lake Store, Data Factory, Data
Catalog, Log Analytics, Azure Analysis Services, Stream Analytics

- AI + Cognitive Services: Azure Bot Service, Cognitive Services: Custom Speech Service, Language
Understanding Intelligent Service, Face API, Emotion API, Computer Vision API

- Internet of Things: Event Hubs, IoT Hub, Time Series Insights
- Enterprise Integration: Service Bus, Logic Apps, Biztalk Services

- Security + Identity: Azure Active Directory (Free, Basic, Premium), Key Vault, Security Center, Azure
Information Protection, Azure Active Directory B2C, Azure Active Directory Domain Services, Multi-Factor
Authentication

- Developer Tools: Application Insights, API Management, Azure DevTest Labs

- Monitoring + Management: Azure Resource Manager, Microsoft Azure Portal, Application Insights,
Automation, Azure Advisor, Azure Monitor, Scheduler
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Certificate No: IS 577753

Registered Scope:

Microsoft Online Services:

- Microsoft Graph

- Microsoft Power BI

- Microsoft Cloud App Security
- Microsoft Flow

- Microsoft Genomics

- Microsoft Health Bot Service
- Microsoft Intune

- Microsoft PowerApps

- Microsoft Stream

- OMS Microsoft Service Map

AZURE GOVERNMENT

- Microsoft Azure

- Compute: Batch, Functions, Cloud Services, Service Fabric, Virtual Machines (including SQL VM), Virtual
Machines Scale Sets

- Networking: Application Gateway, Azure DNS, ExpressRoute, Load Balancer, Network Watcher, Traffic
Manager, Virtual Network, Azure DDoS Protection, VPN Gateway

- Storage: Cool Storage, Import/Export, StorSimple, Backup, Site Recovery, Premium Storage, Storage
(Blobs, Disks incl. managed disks, Files, Queues, Tables)

- Web + Mobile: App Service: API Apps, App Service: Mobile Apps, Media Services, Notification Hubs, App
Service: Web Apps

- Databases: Azure Cosmos DB (formerly DocumentDB), Redis Cache, SQL Database, SQL Data
Warehouse, SQL Server Stretch Database

- Data + Analytics: HDInsight, Log Analytics, Azure Analysis Services

- Internet of Things: Event Hubs, IoT Hub

- Enterprise Integration: Service Bus

- Security + Identity: Azure Active Directory (Free, Basic, Premium), Key Vault, Multi-Factor Authentication
- Developer Tools: API Management

- Monitoring + Management: Azure Resource Manager, Microsoft Azure Portal, Automation, Azure Monitor,
Scheduler
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Certificate No: IS 577753

Registered Scope:

- Microsoft Online Services: Microsoft Power BI

AZURE GERMANY

- Microsoft Azure

- Compute: Batch, Functions, Cloud Services, Service Fabric, Virtual Machines (including SQL VM), Virtual
Machines Scale Sets

- Networking: Application Gateway, Azure DNS, ExpressRoute, Load Balancer, Network Watcher, Traffic
Manager, Virtual Network, Azure DDoS Protection, VPN Gateway

- Storage: Cool Storage, Backup, Site Recovery, Premium Storage, Storage (Blobs, Disks incl. managed
disks, Files, Queues, Tables)

- Web + Mobile: App Service: API Apps, App Service: Mobile Apps, Media Services, Notification Hubs, App
Service: Web Apps

- Databases: Azure Cosmos DB (formerly DocumentDB), Redis Cache, SQL Database, SQL Data
Warehouse, SQL Server Stretch Database

- Data + Analytics: HDInsight, Machine Learning, Azure Analysis Services, Stream Analytics

- Internet of Things: Event Hubs, IoT Hub

- Enterprise Integration: Service Bus

- Security + Identity: Azure Active Directory (Free, Basic, Premium), Key Vault, Multi-Factor Authentication

- Monitoring + Management: Azure Resource Manager, Microsoft Azure Portal, Automation, Azure Monitor,
Scheduler

Microsoft Online Services: Microsoft Power BI

Supporting infrastructure and platform services
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Certificate No: 1S 577753

Location Registered Activities

Microsoft Corporation Certificate scope applies.
Microsoft Azure

One Microsoft Way

Redmond

Washington

98052

USA

Microsoft Data Center
Santa Clara (BY1/2)

California

USA

Third Party Data Center
Santa Clara (BY3/4/22)

California

USA

Microsoft Data Center
Bristow (BLU)

Virginia

USA

Microsoft Data Center
Ashburn (BL2/6/20)

Virginia

USA

Microsoft Data Center
Boydton (BN1/3/4/6)

Virginia

USA

Third Party Data Center
Tukwila (TK5)

Washington

USA

Microsoft Data Center
Quincy (CO1/2, MWHO01)

Washington

USA
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Certificate No: 1S 577753

Location Registered Activities

Microsoft Data Center
Des Moines (DM1/2/3, DSM05)

Towa

USA

Microsoft Data Center
Northlake (CH1)

Illinois

USA

Third Party Data Center
Elk Grove Village (CH3/4/120)

Illinois

USA

Microsoft Data Center
San Antonio (SN1/2/4/5)

Texas

USA

Third Party Data Center
San Antonio (SN3)

Texas

USA

Microsoft Data Center
Cheyenne (CYS01/04)

Wyoming

USA

Microsoft Data Center

Humacao (PR1)
Puerto Rico

Third Party Data Center
Sao Paulo (GRU)

Sao Paulo

Brasil

Third Party Data Center
Campinas (CPQ01/02)

Sao Paulo

Brasil
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Certificate No: 1S 577753

Location Registered Activities
Third Party Data Center
Fortaleza (FORO01)

Ceard

Brasil

Third Party Data Center

Rio de Janeiro (RIO01)
Rio de Janeiro
Brasil

Third Party Data Center
Santiago (SCL01)
Chile

Third Party Data Center
Vienna (VIE)
Austria

Third Party Data Center
Vantaa (HELO1)

Uusimaa

Finland

Third Party Data Center
Biere (LEJ20)

Sachsen-Anhalt

Germany

Third Party Data Center
Frankfurt (FRA20)

Hessen

Germany

Microsoft Data Center
Dublin (DB3/4/5, DUB06)
Ireland

Microsoft Data Center
Amsterdam (AM3, AMS05)
The Netherlands

Third Party Data Center
Bellingham (MME20)

Northumberland

NE48

United Kingdom
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Certificate No: 1S 577753

Location Registered Activities

Third Party Data Center
Chessington (LON20/21)

Greater London

KT9

United Kingdom

Third Party Data Center
Hong Kong (HK1/2)

Hong Kong Island

Hong Kong

Third Party Data Center
Mumbai (BOMO01)

Maharashtra

India

Third Party Data Center
Dighi (PNQO1)

Maharashtra

India

Third Party Data Center
Ambattur (MAAO1)

Tamil Nadu

India

Third Party Data Center
Osaka (OSA1/2)

Osaka

Japan

Third Party Data Center
Tokyo (KAW, TYOO01)

Tokyo

Japan

Third Party Data Center
Cyberjaya (KULO1)

Selangor

Malaysia

Microsoft Data Center
Singapore (SG2)

Singapore
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Certificate No: 1S 577753

Location Registered Activities

Third Party Data Center
Amsterdam (AM1/2, AMS04)

Netherlands

The Netherlands

Third Party Data Center
Singapore (SG1/3)
Singapore

Third Party Data Center
Busan (PUS01/20)

Kyongsang-namdo

Republic of Korea

Third Party Data Center
Macquarie Park (SYD03)

New South Wales

Australia

Third Party Data Center
Melbourne (MELO1)

Victoria

Australia

Third Party Data Center
Blue Ridge (BL3/4/5/30)

Virginia

USA

Third Party Data Center
San Jose (SJC31)

California

USA

Third Party Data Center
Quebec (YQB20)

Québec

Canada

Third Party Data Center
Toronto (YTO20)

Ontario

Canada
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Certificate No: IS 577753

Location Registered Activities

Third Party Data Center
Beijing (BJ1)

Beijing

China

Third Party Data Center
Shanghai (SHA)

Shanghai

China

Third Party Data Center
Yongfeng (BIB)

Jiangxi

China

Third Party Data Center
Seoul (SEL20)

Seoul

Republic of Korea

Third Party Data Center
Cardiff (CWL20)

Wales

WALES

United Kingdom
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